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1 DECLARATION

7 1 gaward Hill merehy declare af fallowa:

3 i. T m= 8 Special Agent with the Fedezral Burenu of

2| Investigatick, gnd have been s hAgent for 10 Yyeard. 7 epecialize
el in technical gguipment, including electronic gu=velllance

gl equipment. I &M €amiliax with the Intermed and with gurveillance
) deviees used for the Internet.

B .- AR 5. ~ autyariznd by thip ecurt, I OT other technicianf

gl intend to install & progran ealled carnivore £0 ebbain the

10| informaticn mought in thie order. The program will be installed

11| en Earthiink's network, mest 1ikely o 8 syeutar' ueed bY

12 | Earthidnk. & freator® is 2 trangmission device that proceRsos

13 Fackutized setyork informatich. n=kh the router and Farthiink'o

14| netwozk sTe sopnmeccad to the telephona 1inee and transmit

15 packstiged'nethrk informacion over the telephone lines. The

15| carnivore software progran watches the ineoming teleophone trafflc
17| te Eazthlink and leooks for tha targeted guraporibar’'s log-in name

18| or slectranlc mail gccount name. 11 it Fipds the tepget's lag-1n
15| pame, the program £a1lows the terget wnile +he borget 15 o line.
20 The program then gaptures only tha neader informatisn for

21| electronic mail massages gent or received by the warget while the
23| rarget iz on line. If the progran cinde £he tazrget's glectronic

23} nall a::nﬁnt nama, it will eapburo the hegder informaticn

24l assooiated with that slectronic mail message. Epanifically. thea

25| presram will capture rhe time, date, =nd the addresoing

2g|| informaticn (L.2.q Tnternet identity] fex plectronic mail

27| megeeges sent To oX from the account. The pregram will not

28 24
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capture ths subjact or regarding 1ine en the electronic mail
meseage, Ror 4oen it capture the content of the measage or 4any
{information comcerning the :nrgat'ﬂ ather on line actilwity.

5.  although the program ie capable of capturing more Than
the information authsrizad under the order, I or the imstalling
hu:hn.uiann will configure the program in o manner that will
provant the prngrnm from capturing any Lﬂaﬂrﬁptiﬂﬂ chat ip pot
autherized under the ordsr., In addition, the computer used Lo
run the program hap limited memoxy capacity 2nd limited 1bil££f
to process information. Because of these limitations the
epmputer usald to »un the progrem would e overloaded within a faw
minutc% if iz prtemptod to colleet all of the information on

avbhfdnkis 6 to 10 million e-mall messagen. Mazaover, tho
progrem will be immtalled on a particular antry point into

Earchidnlkis netwsrlk, and ms puch would not heve agcesd to all of

ppeehiink'o cusbomerd,

4. The program should not create = peevricy ziek fer
EarthLiﬁh. Although the Carnivore paogram ig remotely
acceggible, it hap seversl security provigiong that prevant an
{ntzuder frem cbitainming unauthorized acceds to Sarthlink's
sysrem. Even if an intruder &id ghtain such accese, the progzam
12oke = TCP/IP protocol atack, which maans that the Lntxuder
would be unahls ko communicate With Earchidnk's system from the
gnVEfnmunh's computer, I and cther agante with wherm I work have
inptalled this program at many ether sexvice providers (including
ATET) and have ﬁaa had pacurity problems or cbjectlons I[rom the
providers.
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1 5. I hava parcicipated in the i;ml:ﬁlla':.i.ur: of sevaral pen
2] regleter and trap and trace devices on Internet electronic mail

1] aecounts and am awars of sevoral others.

5 T declare under the penalty of perjury that the foregoing ie

true and correct, Executed ary 3a, po in Quantlicd,
Virginia. ‘%
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| juet received a cal m“g:_ﬂlpﬂ; “Te state that shé.is unhappy with ITOS end the

UBL Un® would be an understatement of scredible praperions. ‘il bry 1o relste 'hil'ia'-- thirks has

happaned y.-,-ileL.Ehe akove named i Ve s R A oS e :

Hsg:qred an ELSUR FISAvery quickly - e reques! efm“’“"
that she was assured that the FBI had spacial sofware which could Go whnal ine Fol said R calild da. In

[EII-SIEIEE that the lechnical peaple in Quantsg: approved the FISA language.

< !

Ihe FBl technicel people went ta Install the F8 solare _u acconiplish the

electronic survelllance on March 16: S
J . . Lt s A -

The softwaré was lueried of and did not wotk carrectly. ‘The FBI Seftware nat only picked up the E-Malls bA- 2.
urder tha electranic surveillence of the FEES 1arget, hhﬂ_&_lﬁp_ﬁ]cl{eﬁ up E-Mails on non-covered
{argols. The FBI lechnical persan was poarently so upést Lhat he gesiroyed at ne E-Mail take, ingluding -~ ‘!‘J ,ﬂ, 3

the take u.ﬂ.” le-undes the impregsion that na one fram the FB was present 1o
supervise the FBI technical perscn at the time. Now thie F8| techinis=t people wan

_ = new software A 3
experiment g! the carrler to see if [bworks.

! PR b ’ " oa ‘:_ - i
c+3tes that OIPR Wwas never Loid that the FBI soltware was experimentzl. OIPR was informad that it b 7
ouid wark, - The FBI lechnical people are stil trying to malz it work g, znd want to rasume he 76" 3
gle=ironic surveillance. The FB| pecple in aalso want p physical search warrant 1o pck up the &

E-Mails fram fha carmief, which the FBI picked u! on the target, buldestioy=d.

- formed me that tha FBI doesnét havethe aulharity o rasyms elsetroniz surveillance Lntl she
recEves a writlen explanation of what has hagzencd and shé fias somalhing with the courl Owvausly,
eha has ng intentica of seciring a search warrant eiher until tis 15 stralghtzned out.

When you'add this story 1a the FISA Tiietakps | -E.é._ [have prepared 1o go 1o the fisld, and

which s in NSLU for signature befofe il goes for Wig &g tature, you have a pattem of
nccuriehzes which indicate to OIPR 2n inzblity onthe parl of tne FB! tomanaps its FISAs

_'Eﬂf-ileasg =2 me ASAP.

- = 2
. [

ce: -

.V -1

m—— e T e =2
- r i — e e g EE T T N e - e el k
- - —— T i T e e e e g e e 5 e A e e T A TR Y Ly Ml 4



Exhibit C

Comments of EPIC
RM-10865



be-l
p7e-!

2 {
}{:#!
TR pre-!

The following sets out some of the legal issues facing DITU
as well ag some thoughts on ways Lo proceed. We need your legal
guidance in this matter to feormulate a reasonable and prudent
course of action, as well as a practical werking guide for the
personnel of DITU and the Field O0ffice personnel invelved in Data
Intercepts. I am sure there are other issues and ideas, but this
may be a good start. Call me to discuss this in more detail. I
am willing te travel to your office at FBIHQ or to meet wikh you
here st OT.  If vou need any clarification of technical concepts

ete, vou may call SSA e 703 - ss»
at 703 -

To initiate an intercept on & network or at an ISP, Ehe DITU
inmtalls a collection device with appropriate filters set Lo
capture data within the scope of the Court Order or the effective
consent of a consenting party. This filtering process; a
component of Etherpeek and Carnivore, filters bassd en TCEB/IP
atandards. On occasion we encounter non-standard implementation
of transmission control and Internet protocols within a network
or at an ISP. Encountering non-standard implementation has led
to inadvertently capturing and processing data cutside the Order
oy Consent.

Isgue 1

In instances where we encounter non-standard implementation
of a protocol which leads to the improper capture of data, two
main concerns arise. The first, and of most immediate concerdn,
is the formulation of a guideline to be followed in resoclving the
matter. This guideline should extend from the DITU personnel who
installed and likely discovered the error, through DITU
Management representabives, Field Diwvision Case Agents, CDCs;
notifications to AUSAs, Moticns to Scal. ete.

Igsue 1T

The second issue, critical in efforts te intercept the data
under the Court's Order or under consent from a test account, 18
hew FBI technical personnel, such as, Engineers, Compuber
Programmers and othsrs, may lawful examine Che collected data for
the sole purpose of determining why the filters failed and what
software changes nesd to be made to bring the collection in line
with the scope of the existing Order. We need to look at the
data to figure ocut what is wrong and how to fix itciil!l
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Igaue TJT

2 third issue which we would like .you to consider is Chat we
frequently set up user accounts on networks and install data
intercept devices to perform a "test tap" under our owWn consent.
This is generally done as a means of verifying that the lecation
on the network and the filter set would be appropriate for an
anticipated or existing intercept Order. In the event that we
are doing a "test tap” under consent, looking for our own mail,
etc, and inadvertently capture scmething outaide our consent,
such as another persons mail, what are our options? Is it a
vioclation of TIII if the interceptien is neot intenticnal and we
do not diseclose or endeavor to disclose the information to
snyone? May we destroy the information and simply not disclose

it to anyone?

Iggue IV
Bandom Agcess Memory RAM

In relation te the "testing® of network placement and
filters, it is generally a technical requirement to install the
device with appropriate filters set and initiate the capture
process. IL may be hours or days before a determination can be
made as te the functional coperation of the collection. During
these first few hours or days, the technical representatives of
the FBI, Electrical Engineers, Electronics Engineers, Technically
Trained Special Agents and others may frequently examine
collected data to determine the efficacy of the installation. In
relation to the time period from installation to the verification
of proper function, the following question 1is poged [or your
consideration. 1Is there a significent legal difference bestwesen
Random Acceza Memary (RAM), that which is not retained when power
ig removed, and of a hard-drive or [loppy disk which retains the
data. The thought process here in the DITU being that: during
the periocd of time from the installation to the verification of
proper function,-the data could be directed to remain in BAM and
not be forwarded to a permanent media. Technical representatives
could then examine the collected data for proper filtering and
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assure that the eollection is operating within the scope of the
Order.

If the collection appears technically correct, it could then
be -re-directed from BEREM te permanent media and the intercept
initiated. If not, the data could be examined in RAM by Computer
Programmers/Engineers to determine a filtering change or software
‘patch necessary to effect the Court Ordered intercept. The data
in REM would not be retained by the computer on power-off.

By directing collected data to remain only in RAM, we may
gain both the ability to troublechoot installations and to assure
that the data is not written to "storage media® nor recoverable

from any media.
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TO: Marcus Thomas

-4
. £

RE: Intemet/E-Mail Intercepls

Thisis in rcspnnslc 1::“5% zil of 4/11 regarding the captioned matter.

The following are some prelimingry reactions and thoughts. They are not necessarily final legal
answers or guidance. They are offered (o stimulate further consideration on all of our paris. As
was suggested in the E-mail, we all need to sit down in the very near future and take a little time
to talk about our intcrcept approachss, 25 well as what we must do when they uninlentionzlly go

astray.
Backaround:

We need to start with & few high-level and familiar thoughts, because they form a background and
conlext for the subscquent discussion. As we are all aware and appreciale, clncl-nnn: surveillance
is a very sensitive investigative (and intelligencefcounterintelligence) techmique.' As such, for
over 30 years, it has been carcfully regulated by and through statutory regimes at both the Federal
and State levels — which regimes, in many instances, conlain provisions that are very specific, and
which contain dictates that are quite detailed in their procedural/adminisirative aspects. On its
face, the language of these regimes, as written by the Congress, is cssentially black and white, and
gencrally is unfurgiving one complies with the statules or, aJtenw.'wcl_'.f, violates them. In
enacting these regimes, C‘ung‘n:ss sought to balance and advance privacy and cffeclive law
enforcement. Morsaver, given the sensitivity of this techmque, electronic surveillance has been
the subject of on-going scrutiny by Congressional oversight commillees, the press, privacy
groups, and the public, In short, there are few, if any, investigative techniques that are (and have
besn) subjected to such heightened scrutiny, And there are few, if any, investigative techniques
that gamner (and have gamered in the past) such vehement criticism when crrant surveillances or
missteps (be they intentional or unintentional) occur.

While, as noted zbove, the electronic surveillance laws are often specific znd detailed in their
provisions, generally they do not address the precise aspects of how, technical speaking, the
“intercept™ is 1o occur. Congress cschewed doing so because it would be a bad idea to try to
delincate all the various potential intereeplion methodologies/approaches. To do so would
infringe upon Executive Branch prerogatives in “executing™ the laws. And, it would get into
sensitive intereept sources and methods, ete. Nevertheless, bath the Congress and the courts have

! While we in our particular arca of law enforcement are so close to this matfer that we
literally live and breathe electronic surveillance, to others (especially those outside of law
enforcement), any efectronie survetllance is a big thing!
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an extremely keen intercst in making sure that scveral things are being attended to by the
Executive Branch in conducting electronic surveillance scarches and seizures: (1) that illegal,
unconstitutional searches are nol oceurring (i.e., that no searches of persons” communications arc
occuming without probable causc/warrant/cmergency); and (2) that the spiritintent/letter of the
clecironic surveillance laws (as implementers of conslitulional law -- at least to a degree) arc
being carried out carefully and judiciously. Onc aspect of this involves the requirement that such
surveillances only be appraved with high-level departmental approval and wilh on-going
Departmental legal/admimisiralive oversight.

Iniereeptions of the “Older” Communications Technology

It is probably fair to say that, historically, Congress has been of the opinion (and correctly so)
that, for law enforcement, cffecting a lawful interception was not a particolarly problematic
endeavor. Typical wire line service lent itself to reasonably easy scgregation of a target’s
communications to the target line,” and thus o concomitantly effecting lawful (and cffcctive
technically-targeted) interceptions. With other identifiers (ESNs, MINs, Cap Codes, etc.) being
available, accurately targeled interceptions of cellular phones and pagers could likewise be
cffected by law enforcement. Importantly, Congress understood that, in order to effect accurate
interceplions, law enforcement would seck and obtain assistance from electronic communication
service providers (ECSPs) and/or others to properly conduct the intercept (™...upon request [of an
ECSP, it shall] furnish the applicant forthwith all information, facilities, and technical assistance
necessary o accomplish the interception ... with 2 minimum of interference with the services [the
ECSP is according to] the person whose communications are to be infercepled”). 2518 US.C.
2518(4). Until 1994 (see below), there is no clear indication, in the statules or otherwise, that
Congress ever understood interceprion accuracy Lo be an issue for law enforcement.

Where potential “over-acquisitions” could arisc, Congress, privacy groups, and others have
homed in and taken an interest. For example, with regard Lo pen register/DNRs, Congress and
others have been concemed about certain (but not all) post cut-through dialing -- i.e., certain
dialing that arguably constitutes a substentive communication -- even though related to the target
individual (as opposed to communications of others), In this regard, Congress, as part of the
CALEA legislation, specified in 18 U.8.C. 3121(c) that law enforcement “shall use technology
reasonably available to it that restricts the recording or decoding of electronic or other impulses (o
the dialing or signaling information utilized in call processimg.” Eimilﬁrl}r, under CALEA's
assistance capability requircments, Congress specified, as a statutory requirement a5 parl of the
interception capability, that telecommunications carriers meet their obligation *in a manner that

* One possible exception being “party-line™ service, which by now is pretty rare. Iis
unclear ::x;u:l:]:,r what Congress would think ebout such party-line-related intercepts, Presumably,
minimization could bec cmployed lo parss the target subscriber's calls. But, at the end of day,
under the statutory regime/language, the telephonic communications being targeted for

interception would, in fact, be occuming over the propstly-largeled telephone line/facility. Here,
law enforcement would, at least, be on the correct line/facility that hed been autharized for

intcrception by the court.
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protects . the privacy and security of communications and call-identifying information not
authorized to be interoepled....” 47 ULS.C. 1002(a)(4)}(A).

Internet and E-mail Service Providers

Bath Internet Servics Providers (ISPs) and E-mail service providers are comprehended within the
term “providers of *elecironic communication service™ under the ECPA and Title IIUFISA.  See,
e.g. 18U.5.C.2510(15). Morcover, certain facets of E-mail/ISP service, at least with regard to
the acts of transmitting and routing wire/electronic communications, can also constitute activity of
a “ielecommunicetions earrier,” thereby subjecting the communications/carrier to the provisions
of CALEA. See 47 U.S.C. 1001(8). Accordingly, certainly under the ECPA/Title IIUFISA (and
perhaps under CALEA), such clectronic communication service providers are mandated to afford
all the necessary assistance to properly effectuate an interception of clecironic communications.
Consequently, whenever there is an ¢lectronic surveillance order, and whenever thereaare any
qucstions abont “'standard/non-standard transmission control(s),” “'protocols,” or any other
technical information matter of conseguence in properly and accurately effecting clectronic
surveillance, these service providers are duty-bound to work with us in properly and lawfully
effecting the surveillance order.

Intemnet/E-mail Interceptions

In the referenced DITU E-mail, it is cxplained {hat cerizin Etherpeek and Carnivore “filters” are
utilized 1o (hopefully) capture data (and only that data) authorized for interception in an electronic
surveillance order or pursuant to consent. The E-mail mentions that, on ocession, when non-
standard implementations have been encountered, data outside the court order or consenl have
been capturcd and processed inadvertently. DITU then presents several 1ssues for exammnzlion. In
the first two, DITU (1) seeks guidance as (o formulating guidelines for reacting to such

""" inadvertent interceptions and (2) whelher additional examination of such non-zuthorized data 13

. permitted to remedy the errant collection/filtering efforts,

As noted in the background comments, the electronic surveillance statutes speak at 2 rather high
level, and are essentially black and while in nature -- with one either complying with the law or
facially violating it. The Title III statules, generally speaking, are not “specific intent™ statutes.
That is, one does not need to have special or particular bad intention or motive to facially violate
the law. Further, since the protection of personal communications privacy is a key facet of the
stalulory purpose and regime, any unauthorized interception of another's communications is &
matter of concern (at 2 minimum). Indeed, some might argue that the government’s unauthonzed
interception of such communicalions is even more problematic.

Historically, as a matter of Departmental practice/policy, unauthonized interceptions (be they of
the subject of the interception or others) have been taken seriously by DOJ (and by the FBI for
that matter), When delected, DOJ has advised AUSASs to (1) file a pleading with the court
explaining the unintentional/intentional act and 1o (2) c2al the unauthorized intercepted
communications with the court, in order to prevent further harm such as subsequent use of
disclosure (see 18 U.S.C. 2511(1)(c)(d). 2515). Such unauthorized interceptions not only can
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violate a citizen’s privacy but also can seriously “contaminate™ ongoing investigations. In
addition, DOJ could elso counsel the AUSA to recommend/not recommend to the court whether
or not the persen(s) who communications were improperly inlercepted should be notified.

Interestingly, under Section 251 1(2)(a)(ii), while Title III specifies that "no [criminal] cause of
action shall lic in any court against any provider of wire or elcctronic communication servies, its
officers, employces, or agents, landlord, custodian, or other specified person for providing
information, facilitics, or assistance in accordance with the terms of a court order or certification
funder Title ITT],” there is no similar explicit protection for law enforcement personnel undsr this
provision. Now, practically speaking, there is virtually no chance that law enforcement officess
ecting in good faith, pursuant to a court order, are going to be criminally prosecuted (or even
investigated)! As to civil liability, under 18 U.S.C. 2520(d), Title 1L states that “a good faith
reliznce on ... & court wamant or order, & grand jury subpocna, a legislative authorizatiop, or &
statulory euthorization... is @ complete defense against any civil or eriminal action brought under
[Title ITT] or any other law." So, here too, law enforcement perfonnel should be immune,
practically spesking, from any lizbility. (Further, even if (in a scmi-cgregious case) liability were
1o be found, it would almost certainly fall to the ageney -- not the agent/support personnel.)
However, the FBI itself routinely does conduct OPR-1ype inquiries, from &n administrative
perspective, in order to determine the naturefcause, clc. of any investigative missteps or emors
which facizlly violate a law, with an cye toward preventing futurc rcoccurmences, eic.

In a similar fashion, missteps under FISA lead to mandatory reporting to the President’s Foreign
Intelligence Advisory Board (PFIAB), and such crrancies must be reported/explained/justified to

Lol ETcss.
Issue #1:

In short, then, as (o the [irst iscue, upon detecting an inadvertent, unauthorized {unlawful)
interceplion:

A) the technical effort that is causing the mistake should be stopped immediately (and not re-
instituted until advised to do so by the supervising attomeys);

B) the error should be reported immediately to the FRI substantive case personnel in the

fieldMeadquarters (as appropriate), to the ficld office TA and CDC, and to the respective

AUSA/OIPR supervisory attorney (who, in turn, will presumably advisc the court);

C) the reporting as to the errant interception should be careful and clear so that those to whom it
is reported will fully understand what happened; the reporting should not include any

substantive aspect of the conrent of the communication that may have been gleaned; and

D) the unauthorized intercepled material should be scgregated immediately 2s a prelude 1o formal

sealing with the court.

Teaue F2:

As to “cxamining" the unauthorized intercepted data (albeit for the sole purpase of determining
why the filters failed and what changes need to be madc), this is a very delicate and potentially

4

L 1 .-:.- AR T el B T e e o T T Y SR T TTUE I T o e T e | e T AR 1,
Aty —T . - B, o e T T - e 5



R [

problematic area. Tt would appear that conlinuing to look at (examine and “use”) the substantive
content/plain text of the material that was not authorized for interception would most aggravale
Tille ITI"s concerns/dictates (see Scctions 2511 and 2515), and most likely would heighten the
legal problem in the minds of the Department, FBI-OPR, the court, Congress, privacy groups, the
public, ele. If, on the other hand, there is some way of looking at the signaling, programing,
protocols, ete. in a raw/unintelligible state (T can amplify later), this might be okay if (1) it is for
the sole purposc of delermining why the filters failed and whal changes need to be made, and if
(2} it is approved by the AUSA/OIPR (and/or the court if the AUSA/OIPR belisve wamranted —
such court permission in this area would presumably be preferable from the perspective of legal
protection for our technical peoplc). Another thought I would strongly encourage is to engage the
ISP. That is, if there is a technical (filter) failure problem regarding the intereeption, it would
appear to be much much more preferable for the ISP to try to fix it (even with us coaching and’ or
guiding t:chmca]]:,' from afar). The reason for fully utilizing the ISP is the existing mandatc for
their assistance, ete. under the law, and because of the “cover’” it aﬂ'urn:ls us lepally, p-n1[utaEI}'.

and perceptionally.

[smue 32

DITU poses a similar issue as to one its own “test™ accounis where an inadverient, unauthorized
interception occurs. Agein, we have to be very careful here, even where “testing” is our activity,
because the potential harm/violation of privacy is arguably the same. Somehow, when we test,
we have to go out of our way to avoid tipping over innocent third party communications. I am
nol sure how we can proceed to test without inadvertently intercepling the communications of
olhers, but we really need to try. Perhaps, we can explain our lesting requiremnent to the ISP and
get them to test our filters, etc. for us, since it is their network, and since they administrate it ele.
anyway. Iwould really encourage using the 151s for many reasons, not the least of which 15 1o
make them awarc of us popping around in their network to conduct testing, ete.

Jzsue 84

DITU asks whether interception collections effected in Random Access Memory (RAM) (rather
than permanent mediz) make any significant legal difference. In short, | would say probably not
as a purcly legal maller, inasmuch as an unauthorized interceplion is, after all, an unauthorized
interception. Now, having said that, it may make some feel better that the potential for ongoing
“npse” and “disclosure{through some permanent storage media) may be somewhal reduced - but |
don't think this is the path to take. As alluded to above, [ would opt for more controlled testing
and utilizing servics providers as much as possible 1o create some insulation between us and the
subscriber public where inadverfent inferceptions might arise in the course of our trying out our

filters, ete.
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